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1.INTRODUCTION

These service specific terms and conditions (these “Service Specific
Terms”) apply in relation to the provision of the Messaging Service by
Etisalat to the Messaging Service Subscriber in addition to the other
constituent parts of the Agreement between Etisalat and the Messaging
Service Subscriber.

2. ORDER OF PRECEDENCE

In the event of any conflict between these Service Specific Terms and
the Etisalat's General T&Cs (Business), the Parties agree the order
of precedence shall be as prescribed in the foregoing order. The
Agreement constitutes the entire agreement between the Messaging
Service Subscriber and Etisalat in relation to the Messaging Service
and supersedes and replaces with immediate effect any prior or
contemporaneous agreement between the parties regarding the
Messaging Service, whether written or oral. The Parties hereby agree to
comply with their respective obligations under the Agreement.

3. DEFINITIONS

The words and expressions used in these Service Specific Terms
shall have the meaning ascribed to them in the Telecom Law of the
United Arab Emirates (UAE), the Mobile Spam Policy issued by the
Telecommunications and Digital Government Regulatory Authority of the
UAE (TDRA), and the General T&Cs (Business), as amended from time to
time, unless the context otherwise provides. For the purposes of these
Service Specific Terms the following terms and words shall have the
meaning ascribed to them below:

Address Harvesting: means computer software used for searching the
Internet for gathering email addresses.

Affiliate: means, in relation to a party, any company or other legal entity,
which directly or indirectly, through one or more intermediaries, controls,
is controlled by or is under the common control of a third party with such
party. For the purposes of this definition, “control” as used with respect
to any entity, means the possession, directly or indirectly, of the power to
direct or exercise a controlling influence on the management or policies
of such entity, whether through the ownership of voting securities, by
contract or otherwise.

Agreement: means the entire contractual agreement between Etisalat
and the Messaging Service Subscriber in relation to the Messaging
Service, comprising of the Cover Agreement (if applicable), the
Commercial Proposal, these Service Specific Terms and all applicable
annexes and references hereunder which includes without limitation;
Etisalat’'s Anti-Spam Policy, the Mobile Spam Policy and Etisalat’s
General T&Cs (Business) and other constituent parts listed in Clause 2.1
of the General T&Cs (Business).

API: means “Application Programming Interface”, which is a software
intermediary that allows applications to talk to each other.
Commercial Proposal: means the document setting out the commercial
terms including details of the Messaging Service entitled Commercial
Proposal attached with these Service Specific Terms.

Consent: means the consent or approval by a recipient to receive
Marketing Text Messages, as required by the Mobile Spam Policy.

Agreement: means, if applicable, the cover agreement attached to
these Service Specific Terms, which is titled “Cover Agreement”.

Dictionary Attack: means sending messages to electronic addresses
obtained by automatic systems that use methods of combining names,
letters, numbers, punctuation marks or symbols.

Electronic Address: is as defined in the Mobile Spam Policy.

Etisalat Anti-Spam Policy: means Etisalat’s internal anti-spam policy
as mandated by the TDRA which is annexed hereunder as Annex B.
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Electronic Communication: means the communications conveyed by
means of a telecommunications network to an Electronic Address.

Etisalat: means the Emirates Telecommunications Group Company
(Etisalat Group) P.J.S.C as further described in the Cover Agreement (if
applicable).

Executive Order: means the decision of the supreme committee for
the supervision of the Telecommunications Sector No. 3 of 2004 as
amended from time to time.

General T&Cs (Business): means Etisalat’s general terms and
conditions for business products and services, which are published on
Etisalat’s website and are available through the other communication
channels referred to in Clause 35 of the General T&Cs (Business).

Messaging Service: means the messaging services including sending
and receiving of SMS to and from local mobile users via SMPP protocol
and billing that are provided by Etisalat to the Messaging Service
Subscriber under the Agreement.

Message Manager: is a type of Messaging Service that enables the
Messaging Service Subscriber to send and receive SMS to Mobile
Subscriber via APl and web portal.

Value SMS: is a type of Messaging Service that enables the Messaging
Service Subscriber to send and receive SMS to Mobile Subscriber via
API only.

EngageX Campaign Manager (formerly known as Smart Messaging
Platform): is a type of Messaging Service that enables the Messaging
Service Subscriber to send and receive SMS and Email to Mobile
Subscriber via multiple APl and an advanced web portal.

Messaging Service Subscriber (or the Customer as referred to in the
General T&Cs (Business)): means the contracting party to the Agreement,
as set out in the Cover Agreement (if applicable), who subscribes to the
Messaging Service under the Agreement as provided by Etisalat.

Marketing Text Message: is as defined in the Mobile Spam Policy.

Mobile Spam Policy: means the TDRA’s Mobile Spam Policy Version 1.1,
issued on 13 June 2022, as amended by the TDRA from time to time,
including any instructions or guidelines that may be issued by the TDRA
from time to time as attached under Annex A.

Mobile Subscriber: means a subscriber to whom the mobile
telecommunications services are extended by Etisalat.

Premium SMS: means the value added network service where SMS
short code used for messaging that charges a premium price (charged
at the standard rate of Etisalat’s retail SMS termination, subject to
change from time to time) to end user per received SMS. The Messaging
Service Subscriber may utilize Premium SMS services by entering into
a Messaging Service Agreement (defined below under Premium Rate
Services) with Etisalat.

Sender ID: The character alphanumeric identification that identifies the
sender of the SMS to the Mobile Subscriber that must be included in
every Marketing Text Message.

Premium Rate Services: means the value-added network services that
incur Premium SMS costs and the revenue received by Etisalat is paid
out with the Messaging Service Subscriber supplying the Messaging
Service as further described in a Messaging Service Agreement signed
between Etisalat and the Messaging Service Subscriber (the “Messaging
Service Agreement”).

SMPP: is defined as a short message peer to peer protocol and is a
global standard published by the GSMA and means a standard protocol
for A2P SMS.

SMS/ EMAIL: means Short Message Service/Electronic mail.
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SMS/ EMAIL Center: means Short Message Service/ Electronic mail
Center.

Spam Marketing Text Messages: means Marketing Text Messages
sent to the recipient without obtaining their consent.

Telecom Regime: means the telecom regulatory framework in the UAE
including the Telecom Law, and its Executive Order and all policies,
regulations, orders, resolutions, penalties, procedures, guidelines,
instructions and other such determinations as may be issued and
amended by the TDRA from time to time.

Telecom Law: means the UAE Federal Law by Decree No. 3 of 2003, as
amended from time to time.

UCS-2 encoding: means the Universal Character Set standard and
protocol for encoding Unicode characters represented by 2 bytes.

Ultimate Beneficiary: means, if applicable, the person that authorizes
the Messaging Service Subscriber to use a specific Sender ID and who
will ultimately benefit from the Marketing Text Messages.

4. SERVICE DESCRIPTION

a) Etisalat shall provide the Messaging Service Subscriber with the
Messaging Services as detailed in the Commercial Proposal and
shall provide connectivity between its SMS/ EMAIL Center and the
Messaging Service Subscriber's host computer/ server.

b) The Messaging Service shall commence on the Activation Date (as
defined in Etisalat's General T&Cs (Business)) and shall continue
for twelve (12) months (the “Minimum Term”) unless terminated
in accordance with the terms of these Service Specific Terms.
The Messaging Service shall automatically renew at the end of the
Minimum Term for further periods of one (1) month unless either Party
serves a written notice for non-renewal to the other Party.

5. CHARGES, BILLING & PAYMENT

a) In addition to the provisions at Clause 12 of the General T&Cs
(Business), the below provisions in this clause 5 regarding the
charges, billing and payment apply to the Service.

b) The Messaging Service Subscriber shall be charged connection/
set-up Charges and rental for SMS bundles/IP address/short codes/
Sender ID as applicable for each Messaging Service, as per Etisalat's
General T&Cs (Business).

c) Messaging Service billing rules shall be applied as follows:

i) Message Manager and Value SMS billing cycle starts from the
1st of the month till end of the month. The applicable plan as
subscribed by the Messaging Service Subscriber shall be auto
renewed on the 1st of every month unless the plan is deactivated
by the Messaging Service Subscriber.

ii) Proration is applicable on rentals for Message Manager and
Value SMS service if activation is done during the billing cycle.

iii) EngageX Campaign Manager billing cycle starts from the 26th of
every month till the 25th of the following month. The applicable
plan as subscribed by the Messaging Service Subscriber shall
be auto renewed on the 26th of every month unless the plan is
deactivated by the Messaging Service Subscriber.

z
~

Proration is not applicable on rentals for EngageX Campaign
Manager. The Messaging Service Subscriber by virtue of this
clause 5.c.iv shall be notified in respect of the applicability of this
principle at the outset. Should the Messaging Service Subscriber
wish to receive the benefits for the duration of an entire month
she/ he is advised to subscribe to the applicable plan on the first
day of the billing cycle, as applicable and specified herein above.

v) Unused SMS or email credits cannot be carried forward to the
next month.
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d)

In the event that the Messaging Service Subscriber has selected the
Premium SMS, the obtaining of the necessary approvals from the
relevant authorities and ministries for the service, content or prizes
and draws/raffles shall be the sole responsibility of the Messaging
Service Subscriber and the Agreement together with the Messaging
Service Agreement (including the payment and reimbursement
terms contained therein) shall jointly govern such services.

All Premium SMS charges shall be billed and collected by Etisalat
as per procedures (which can be found in General T&Cs (Business)).
Each SMS may contain up to one hundred and sixty (160) characters.
If non-GSM characters are included in the SMS message then
those SMS messages have to be sent through UCS-2 encoding. In
this case, SMS messages containing any UCS-2 characters will be
limited to seventy (70) characters.

Etisalat’s internal reports and records shall be final and binding on
the Messaging Service Subscriber.

g) The Messaging Service Subscriber can set the price for the Premium

SMS at any prices it decides to charge, up to a maximum of AED 1,000
or any other amount as communicated to the Messaging Service
Subscriber, from time to time. These prices shall be communicated
to Etisalat in writing and can be implemented only on the basis of
mutual agreement so that the same can be implemented for billing
purposes.

The Messaging Service Subscriber is required to inform the Mobile
Subscribers about the price/charges of the SMS they will be
sending to various short codes assigned to the Messaging Service
Subscriber. Charges need to be highlighted prominently in all SMS/
EMAIL messages sent advertisements, promotional messages and
announcements e.g. on SMS, EMAIL, MMS, IVR, radio, newspapers,
magazines or TV programs.

Etisalat reserves an unrestricted right to suspend and/or terminate
the Messaging Service if the Messaging Service Subscriber fails to
provide full and clear pricing information to the Mobile Subscribers.

Etisalat shall only provide the Messaging Service Subscriber
the access to its SMS/EMAIL Center and billing facilities for the
Messaging Service and shall not be responsible in any way for any
other aspects concerning its service/content/application.

The Messaging Service Subscriber shall give at least five (5) days
(working days) prior notice in writing of its intention to add new short
codes, Sender IDs or rates or amend/change its Sender’s ID or rates
applicable to any short code assigned to it.

MESSAGING SERVICE SUBSCRIBER OBLIGATIONS,
RESTRICTIONS & USE OF SERVICE
6.1 General

a) In addition to the provisions at Clause 6 of the General T&Cs
(Business), the following provisions below regarding Messaging
Service Subscriber obligations and restrictions shall apply to the
Service.

b) The Messaging Service Subscriber shall be responsible for
ensuring that it possesses appropriate systems (hardware
and software) to support the online SMS/EMAIL push and pull
applications and that its systems and applications are ready and
compatible with Etisalat’'s systems and protocols.

c) In respect of Message Manager Service and EngageX
Campaign Manager, connectivity between the Messaging
Service Subscriber’'s host computer/server and Etisalat's SMS/
EMAIL can be through the Internet, or any other configuration
the parties may mutually agree to. However, access set-up costs
and applicable rental charges for all options shall be borne by
the Messaging Service Subscriber.

d) Inrespectof the Value SMS Service, the following shall apply:
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i) Etisalat shall provide the Messaging Service Subscriber
connectivity between its SMS Center and Messaging
Service Subscriber's host computer/service.

i) The data transmission protocol between the Messaging
Service Subscriber’'s host computer/server and Etisalat's
Messaging Service shall be SMPP.

e) The Messaging Service Subscriber is authorized/allowed to send
and receive SMS messages to/from UAE Mobile Subscribers
only. Standard/default throughout of up to 10 SMS/second will
be available to the Messaging Service Subscriber. Additional
bandwidth is available in increments of 1 SMS/seconds.

f) The Messaging Service Subscriber warrants and represents
that its equipment shall not have any adverse effect on Etisalat's
equipment/ Messaging Service.

g) Etisalat shall not be responsible for the performance of the
Messaging Service Subscriber’'s equipment and/or damage
or loss to the Messaging Service Subscriber’s equipment and
damage or loss as a result of connecting the equipment to
Etisalat’s network.

h) The Messaging Service Subscriber shall be responsible for
any damage to Etisalat’s network - as well as for all accidents,
personal injuries, loss of life and other related accidents to
Etisalat’s staff or third parties, if these are attributable to the
Messaging Service Subscriber’s equipment or fault. In case
there is any damage to Etisalat’s network or equipment due
to the malfunctioning of the Messaging Service Subscriber’'s
equipment, the Messaging Service Subscriber shall bear the
cost of replacement of the damaged Etisalat’'s equipment as
claimed by Etisalat.

i) Inthe event of termination of the Agreement, Etisalat shall be
entitled to recover from the Messaging Service Subscriber all
arrears of Charges payable by the Messaging Service Subscriber
under the Agreement.

j) The Messaging Service is used by the Messaging Service
Subscriber to send SMS/ EMAIL messages to its customers.
The Messaging Service Subscriber shall have its own database
of the customers’ mobile numbers.

k) Etisalat reserves the right, before providing the Service to the
Messaging Service Subscriber, to inspect all of the Messaging
Service Subscriber’s technical, security and operational systems,
processes, policies, and any other related measures pertaining to the
Messaging Service Subscriber’s obligations under the Agreement
(the “Messaging Service Subscriber Systems”). Any inspection
by Etisalat shall be conducted in accordance with clause 6.6 and
if Etisalat determines, in its sole discretion, that such Messaging
Service Subscriber Systems is or are inadequate or do not meet
the required standards as reasonably determined by Etisalat, then
Etisalat may opt to either:

ii) suspend the provision of the Service until the Messaging
Service Subscriber has implemented and/or rectified any issues
identified by Etisalat to a satisfactory standard as determined by
Etisalat; or

ii) terminate the Agreement without incurring any liability to the
Messaging Service Subscriber where the Messaging Service
Subscriber fails to implement and/or rectify any issues identified
by Etisalat with respect to the Messaging Service Subscriber
Systems within a reasonable time period as instructed by
Etisalat. The Parties agree to work together in good faith
to ensure the Messaging Service Subscriber Systems are
implemented, operate, and are maintained to the best industry
standards during the term of the Agreement.
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6.2 Sender IDs

a) The Sender ID shall be registered by the Messaging Service
Subscriber as per the procedures specified by Etisalat in the
Agreement and/or notified in writing (including by email) and which
may be updated by Etisalat from time to time. Unless specified
expressly otherwise by Etisalat in writing, as part of the procedure,
the documents that the Messaging Service Subscriber shall provide
to Etisalat for such registration shall include, without limitation: an
authorization letter from the Ultimate Beneficiary that allows the
registration and use of the Sender ID via the Messaging Service
Subscriber, valid UAE trade license of the Ultimate Beneficiary
(as applicable) and valid identification documents for the person
representing the Ultimate Beneficiary.

b) Where an Ultimate Beneficiary is benefiting from the Marketing Text
Messages, the Messaging Service Subscriber acknowledges and
agrees that she/he must obtain, maintain and present to Etisalat
such express permission/ authorization to use the Sender ID on
behalf of the Ultimate Beneficiary.

c) The Messaging Service Subscriber acknowledges that such
permission/ authorization shall be renewed every calendar year for
security purposes. A new copy of the Ultimate Beneficiary’s express
permission / authorization to use the Sender ID on behalf of the
Ultimate Beneficiary will have to be presented to Etisalat at least
once every calendar year alternatively without undue delay upon
Etisalat’s request.

d) Etisalat reserves the right to suspend and/or terminate the
Messaging Service in case that the Messaging Service Subscriber
fails to present the relevant express permission/ authorization to use
the Sender ID or it reasonably believes that the Sender ID transmits
content in a way that conflicts with the terms of the Agreement and/
or the Mobile Spam Policy.

e) The Messaging Service Subscriber:

i) shall ensure to segregate transactional and promotional traffic;

ii) shall ensure that all promotional traffic has the mandatory prefix
for the Sender IDs - “AD-";

iii) shall ensure that no promotional text is included in transactional
messages;

iv) acknowledges that any promotional Sender IDs without the “AD-
” prefix shall be blocked without prior notice and the Messaging
Service Subscriber will have to re-register the Sender ID with
the “AD-" prefix. In this case, charges for re-registration will be
applicable as per the current at the time tariffs; and

v) classify the Sender ID on a usage basis as per the below list of
categories and provide the same to Etisalat:

a) banking/ insurance/ financial products/ credit cards;

) real estate services;
c) education services;
) healthcare services - hospitals, clinics, pharmacies etc,;

e) retail services - consumer goods & retail (gold, shopping, fashion,
beauty, cosmetics, supermarkets);

f.) tourist services - hospitality - tourism, logistics like flights, hotels,
leisure; or

g.) donation services.

6.3 Resale

The Messaging Service Subscriber shall not resell the Services or

any part of the Services that are being provided by Etisalat under this
Agreement.

6.4 SMS Content and SPAM
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a) The provisions of the Mobile Spam Policy and any related instructions

or guidelines issued by the TDRA are incorporated by reference into
these Service Specific Terms of the Messaging Service as Annex
A and Etisalat’s Anti-Spam Policy as Annex B which both form an
integral part of the Agreement. The Messaging Service Subscriber
shall comply at all times with the aforementioned policies under
Annex A and B. Any breach by the Messaging Service Subscriber of
any applicable provision of the Mobile Spam Policy and/or Etisalat
Anti-Spam Policy shall be considered a material breach of the
Agreement and may give rise to appropriate financial charges or
liquidated damages as appropriate, as well as Etisalat’s right to claim
under the indemnity provisions set out under these Service Specific
Terms, contract suspension and termination as envisaged in clause
[9] of these Service Specific Terms.

b) The Messaging Service Subscriber shall be responsible for ensuring

that it possesses appropriate systems (hardware and software) to
support the provisions of the Mobile Spam Policy.

c) The Messaging Service Subscriber shall take all reasonable

precautions to ensure that the Services shall not be used to send
an SMS that may contain messages with content that may be
deemed by a reasonable person as being malicious or harmful to or
may be able to damage any electronic system or network, including
any mobile device, mobile network or equipment or equipment of
any kind in any way, such as messages containing viruses, trojan
programs, spy programs or generally malware of any kind.

d) The Messaging Service Subscriber shall take all reasonable

measures to ensure that its customers shall not use the Services to
knowingly send messages that may qualify as SPAM as defined in
the Mobile Spam Policy.

e) The Messaging Service Subscriber shall:

i) not at any time send or carry forward Spam Marketing Text
Messages;

ii) display clearly, (for example, a prominent URL link on its website),
information on the applicable regulations for the reduction
and prevention of Spam Marketing Text Messages and how to
comply with them, and the mechanisms available to users to
reduce Spam Marketing Text Messages;

iii) provide all reasonable cooperation with any relevant competent
regulatory or governmental authority and share all necessary
information and/or documentation related to Spam Marketing
Text Messages at any time, including but not limited to
providing information, conducting investigations and technical
intervention;

iv) take all necessary measures to prevent IP spoofing;

v) take all necessary measures to prevent the creation of e-mail
accounts of the Messaging Service Subscriber without human
intervention by the account creator;

vi) not use any arrangement, business practices or setup that would
allow unauthorized use of Sender IDs, including but not limited to
the use of dynamic routes and/or any other similar arrangement.

vii) take any and all necessary measures to prevent impersonation
of the name(s) of persons or entities other than the real character
of the sender in the SMS; and

viii) inform Etisalat of any activities or potential activities relating to
Spam Marketing Text Messages immediately.

ix) Immediately notify Etisalat about any security breach within their
system or any third-party network that may lead to the misuse of
the Service. As these notifications will ensure swift response and
appropriate measures to address and mitigate potential risks of
the Service.

f) The Messaging Service Subscriber shall ensure that SMS/ EMAIL

messages shall not be sent randomly to any mobile number.
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g) The Messaging Service Subscriber shall obtain all necessary
approvals from the relevant government authorities and ministries
for the Messaging Service, content or prizes and draws/raffles.

h) In addition and without prejudice to the requirement for Messaging
Service Subscriber to comply in full with the obligations set out in the
Mobile Spam Policy and Etisalat Anti-Spam Policy, the Messaging
Service Subscriber shall ensure that all Marketing Text Messages
sent to Mobile Subscribers contain the specific text that, in the
event the Mobile Subscriber wishes to opt out of receiving marketing
Electronic Communications, the Mobile Subscriber should send the
following message to 7726: [B Sender ID].

i) The Messaging Service Subscriber hereby acknowledges and
agrees that in case that the Messaging Service Subscriber fails,
for any reason whatsoever, to include the opt out instructions at
the end of any electronic marketing communications sent through
SMS, Etisalat reserves the right to terminate such Marketing Text
Messages to the Mobile Subscriber(s). Any such action undertaken
by Etisalat does not and shall not in any way subject Etisalat to any
liability, nor shall it limit the Messaging Service Subscriber’s liability
under the Agreement or imply any joint liability between Etisalat and
the Messaging Service Subscriber.

6.5 Anti-Fraud

a) The Messaging Service Subscriber shall, at all times, have and
uphold during the term of the Agreement the best industry standards
with respect to its technical, security (incorporating two-factor
authentication through an internally developed portal or a third
party solution), operational and other requirements as necessary
to perform its obligations under the Agreement, specifically without
limitation its obligations pertaining to use of the Services and
prevention of fraudulent activities pertaining to the Services and to
prevent unauthorized access and misuse of the Service.

b) The Messaging Service Subscriber agrees to comply with all fraud-
related provisions in Applicable Laws and/or directions of any
competent authority.

c) Where the Messaging Service Subscriber sends an electronic
message, it must:

i) include an electronic address;

ii) enable the option for the recipient to request an unsubscribe
request in a free, unambiguous and simple way;

iii) upon receiving an unsubscribe request immediately stop
sending messages to the recipient and submits a notification to
the recipient confirming an unsubscribing request; and;

iv) Notto use flash SMS.

v) The Messaging Service Subscriber is prohibited from using
Dictionary Attack software, Address Harvesting software, or the
electronic addresses gathered by such software.

6.6 Cyber Security

a) The Messaging Service Subscriber should conduct periodic security
assessment to identify and mitigate the vulnerabilities.

b) The Messaging Service Subscriber warrants that any information
resources used in preforming the Service follows the patch
management process (“Patching Process”) to ensure all required
patches process is available in timely manner.

c) The Messaging Service Subscriber warrants that any information
resources used in preforming the service will run the latest stable
software program, operating system and firmware.

d) The Messaging Service Subscriber warrants that their employees,
agents, third parties participate in regular security awareness
programs to have sufficient knowledge and are using best practices
regarding the Service, and prevent unauthorized access through
account or password comprise. They are also prohibited from
attempting to bypass Etisalat’s security controls to gain unauthorized
access to internal networks or data.
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e) The Messaging Service Subscriber warrants that they shall perform
annual penetration test on their IT systems in accordance with
internal security policies and standard practices and shall share
summary level information of tests that are specifically related to the
Messaging Service when requested by Etisalat.

f) The Messaging Service Subscriber warrants that the procedures to
detect and respond to information security incidents are already
available.

g) The Messaging Service Subscriber warrants that they maintain
documents controls, policies, processes and procedures to
ensure that unauthorized users do not have administrative and/or
management access to security gateways and applications with
regard to the Service.

h) The Messaging Service Subscriber warrants that monitoring tools are
used to ensure that all aspects of security gateways and applications
(e.g. hardware, firmware, and software) are always operational
including fault-free, access, rule alarm (notifications received as part
of security monitoring by subscriber) or others.

i) The Messaging Service Subscriber shall review security-related
logs at least monthly, and they should document and address any
identified security anomalies, ensuring timely resolution of logged
security issues.

6.7 Reporting and Audit

a) The Parties acknowledge and accept that, due to the nature of the
Services provided, Etisalat requires the right to carry out an audit
and/or inspection of the Messaging Service Subscriber to be able to
verify and monitor the Messaging Service Subscriber's compliance
with its material obligations under the Agreement. The following
provisions of this clause 6 are to give effect to that requirement.

b) The Messaging Service Subscriber shall maintain accurate and
complete records as is necessary to demonstrate compliance with
its obligations under the Agreement.

c) Prior to undertaking an audit and/or inspection in accordance
with clause 6.6d, Etisalat shall be entitled to (but not obligated to)
submit to the Messaging Service Subscriber questions regarding
the Messaging Service Subscriber’s performance of its obligations
under the Agreement. All responses, information and records shall
be provided to Etisalat without undue delay and in any event within
seven (7) Business Days of receipt of such request. The Messaging
Service Subscriber agrees there may be exceptional circumstances
whereby such responses, information and/or records are required
within a time period which is less than seven (7) Business Days,
for example where a request is made by a competent regulatory
or governmental authority, in which case the Messaging Service
Subscriber agrees to comply with such request made by Etisalat. The
submission of questions under this clause 6.7c shall not prejudice
Etisalat’s other rights under this clause 6.

d) Etisalat shall be entitled to conduct an on-site audit and/or inspection
or to appoint a third-party auditor, such audit and/or inspection shall
be subject to Etisalat and/or its third-party auditor's agreement to
reasonable and appropriate confidentiality undertakings.

e) Etisalat shall provide reasonable prior notice of any such audit, save
where:

i) Etisalat reasonably believes that the Messaging Service
Subscriber is in breach of its obligations under the Agreement;
and

ii) such notice is likely to prejudice and/ or unreasonably delay
the investigation of such breach, for example in the case of a
regulatory and/or data breach or security incident involving
personal data.
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The Messaging Service Subscriber shall notify Etisalat of the name
of the individual within its organisation who will act as the point of
contact for the provision of information and records in accordance
with clause 6.7c and/or for enabling an audit or inspection to be
carried out in accordance with clause 6.

g) The Messaging Service Subscriber shall provide Etisalat (or any

third-party auditor as applicable) with reasonable, supervised access
to its premises, employees, computers, IT systems and records as
required for the purpose of any such audit and/or inspection.

h) Etisalat shall be entitled to make copies of any relevant records,

i)

information, documents and/or data obtained during an on-site audit
and/or inspection as may be reasonably required by Etisalat.

Audits and/or inspections shall not be carried out on more than
one occasion per year of the Agreement unless Etisalat reasonably
believes that the Messaging Service Subscriber is in material
breach of the Agreement or unless Etisalat is required to do
so by any competent regulatory or governmental authority with
competent jurisdiction. Etisalat or its auditor may be accompanied
by representatives of any such competent body in respect of any
such audit and/or inspection conducted in respect of the Messaging
Service Subscriber.

All audits and/or inspections will be conducted in a manner
that does not materially disrupt, delay and/or interfere with the
Messaging Service Subscriber’s performance of its business
operations and shall be carried out at the expense of Etisalat.

k) As an alternative to an on-site audit and/or inspection, the Messaging

)

Service Subscriber may request that an audit is undertaken by the
Messaging Service Subscriber’s own internal audit function, at the
Messaging Service Subscriber’s sole expense, for the purposes of
investigating the Messaging Service Subscriber’'s compliance with
its obligations under the Agreement. If such request is agreed to by
Etisalat (in its sole discretion), the Messaging Service Subscriber

shall procure that the audit and/or inspection is undertaken as soon
as practicable and shall provide Etisalat with unfettered access to:

i) all audit reports, information and/or documentation produced
and/or created as a result of the internal audit; and

ii) all relevant members of the Messaging Service Subscriber’s
internal audit team for the purpose of understanding such audit
and/or inspection reports.

If any audit and/or inspection undertaken in accordance with this
clause 6 is found to be unsatisfactory to Etisalat or identifies a
breach of the Agreement by the Messaging Service Subscriber, then
without prejudice to any rights and/ or remedies Etisalat may have:

i) the Messaging Service Subscriber shall take the necessary
steps to comply with its obligations at no additional cost to
Etisalat and shall provide equivalent reports from trusted third
party; and

ii) in the event of material breach, the Messaging Service
Subscriber shall reimburse Etisalat for the full cost of the audit
and/or inspection.

m) Any records, documents and information provided by the Messaging

Service Subscriber under this clause 6 may be redacted to remove
Confidential Information not relevant to fulfill the purpose of the audit
and/or investigation.

n) The provisions of this clause 6 may shall survive termination or expiry

of the Agreement for: (i) a period of six (6) months for all general
provisions under the Agreement; and (ii) indefinitely for the purposes
of verifying the Messaging Service Subscriber’'s compliance with any
clause of the Agreement that survives termination, its obligations
on termination or the expiry of the Agreement, or where Etisalat
reasonably suspects the Messaging Service Subscriber to have
breached the Agreement during the term.
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6.8 Consent

a) The Messaging Service Subscriber acknowledges that all existing
Consent(s) will be recycled/removed in case the Mobile Subscribers
terminate their mobile number/ line.

b) The Messaging Service Subscriber shall provide adequate customer
support to the Mobile Subscribers and highlight the contact
telephone numbers and timings in all its advertisements and
promotional messages.

c) Etisalat reserves the right to conduct periodic audits of the Messaging
Service Subscriber in order to verify that the Messaging Service
Subscriber has the relevant valid Consent(s) and to ensure that the
Messaging Service Subscriber is complying with its obligations
under the Agreement. Etisalat reserves the right to request from
the Messaging Service Subscriber and for the Messaging Service
Subscriber to furnish Etisalat within two (2) working days from
Etisalat’s request (or earlier if so requested by Etisalat in exceptional
circumstances), a copy of the valid Consent(s) in a tangible form and
any other such evidence, to the reasonable satisfaction of Etisalat,
which demonstrates that the Mobile Service Subscriber is compliant
with its obligations under the Agreement, including compliance with
any policies mentioned in the Agreement. Failure to present valid
Consent(s) and/or any other such evidence as mentioned herein
above to Etisalat shall be a material breach of the Agreement and
without prejudice to any other rights or remedies that Etisalat has
under the Agreement.

6.9 Root-Cause Analysis and Resolution

Within 24 hours (or as otherwise agreed to by the Parties in writing) of
receipt of a notice from Etisalat in respect of:

a) the Messaging Service Subscriber’s failure to comply with their
obligations as set out in the Agreement; or

b) the Messaging Service Subscriber’s repeated failure to comply with
their obligations as set out in the Agreement; or

c) a problem with usage of the Service raised by the TDRA or other
competent authority or third party, the Messaging Service Subscriber
shall:

i) perform a root-cause analysis to identify the cause of such failure or
problem;

ii) provide Etisalat with a report detailing the cause of, and procedure
for correcting, such failure or problem (which shall include, without
limitation, logs, any information and/ or documentation requested by
TDRA or other competent authority and other relevant details);

iii) provide Etisalat with reasonable evidence that applicable corrective
steps have been taken; and

iv) provide Etisalat with reasonable evidence that such failure or
problem will not reoccur.

d) The foregoing does not limit other remedies available to Etisalat
under the Agreement or at law.

7. Etisalat’s Obligations

Etisalat will provide the Service to the Messaging Service Subscriber
based on these Service Specific Terms together with the other constituent
parts of the Agreement, and in accordance with the applicable laws and
regulations.

8. LIABILITY AND INDEMNITY

a) The Messaging Service Subscriber shall be fully responsible for
the accuracy, legality and authenticity of the information/content
it offers and shall be solely responsible and liable for any claims/
losses resulting from the Messaging Service. The Messaging
Service Subscriber shall indemnify and hold Etisalat harmless from
and against any and all claims, damages, liabilities, regulatory fines,
losses or expenses arising from such acts or omissions of the
Messaging Service Subscriber or its customers in connection with
the Messaging Service.
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b)

The Messaging Service Subscriber shall be fully responsible and
liable for any claims, lawsuits and complaints from any third party
concerning the violation and/or infringement of any patent or
intellectual property rights in relation to the content (“Claims”).

c) The Messaging Service Subscriber shall indemnify Etisalat for all

damages, costs and expenses (including attorney fees) incurred in
connection with any third party instituting any legal or court action
against the Etisalat as a result of such Claims.

d) The Messaging Service Subscriber acknowledges and agrees:

a)

i) that under the current Telecom Regime, the TDRA may, in
addition to other measures, issue violation decisions against
Etisalat with fines of AED 400,000 (or more) immediately payable
for any incident without prior notice or remedial period and again
for each repeated incident arising from the same cause not
rectified within the prescribed time period.

ii) to indemnify on demand Etisalat, its Affiliates and/or directors
against (and to defend from) any fines or other penalties imposed
by the TDRA or any other regulatory body or authorities and any
associated liabilities (direct or indirect) (together “Fines”), or
any claims or lawsuit brought by a third party together with all
costs and expenses associated with such third party claims, as
a result of and to the extent attributable to claims or Fines arising
from or in connection with any breach by the Messaging Service
Subscriber of the Etisalat Anti-Spam Policy and/or Mobile
Spam Policy. For the avoidance of any doubt, in case of Fines or
penalties imposed by the TDRA or any other regulatory body or
authorities against Etisalat as described above, Etisalat shall be
entitled to charge the Fines’ amount to the Messaging Service
Subscriber's Messaging Service bill;

iii) with regard to any claim under the Agreement, the Messaging
Service Subscriber’s obligations are subject to the following
conditions:

Etisalat has full control over the defense and/or settlement of the
claim;

b) The Messaging Service Subscriber shall upon Etisalat’s request

c)

provide within timeframes as described by Etisalat and/or a
competent regulatory or governmental authority and without undue
delay full support in relation to defending any claim or responding to
any violation decision including without limitation attending meetings
with the TDRA, providing evidence and supporting documents; and

The Messaging Service Subscriber does not enter into a settlement
that requires Etisalat to make admission or payment to a third party
without Etisalat>s consent.

iv) that the indemnity provisions in this section shall be without
prejudice to other rights and remedies of Etisalat including
but not limited to Etisalat’s right to suspend or terminate the
Agreement and to claim damages.

v) notwithstanding any term to the contrary hereunder, the
indemnities provided by the Messaging Service Subscriber
to Etisalat under the Agreement shall not be subject to any
exclusions or limitations of liability that may be contained in
other parts of the Agreement;

vi) Messaging Service Subscriber shall be responsible for all public
abuses, misuses of the Messaging Service and related content
or unauthorized use thereof.

This indemnity clause shall survive the cancellation, termination and/
or expiration of the Messaging Service and/or the Agreement.
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f)

Etisalat’s Mobile Subscribers are entitled to block any Messaging
Service Subscriber via the Etisalat’s anti-spam facility. The
Messaging Service Subscriber shall be liable for any claim or
combination of claims, proceedings or actions made against it
by its customers. Etisalat shall not be responsible for any misuse,
fraudulent transactions or messages, or inaccurate or inappropriate
transactions conducted by the Messaging Service Subscriber/its
customers/ any third party through the online SMS/ EMAIL push
application due to incidents arising from credential leaks, systems
failures or glitches or issues arising from their end systems or third
party network.

g) Etisalat reserves the right, to change or modify all or any part of these

Service Specific Terms at any time, including without limitation the
Mobile Spam Policy and Etisalat Anti-Spam Policy, in its sole and
unconditional discretion upon 30 days’ notice to the Messaging
Service Subscriber or immediately if mandated by the TDRA or other
regulatory body. The continued use of the Messaging Service by the
Messaging Service Subscriber constitutes the acceptance of these
Service Specific Terms, including any changes or modifications
made by Etisalat as permitted above. If at any time the Service
Specific Terms of the Messaging Service are no longer acceptable
to the Messaging Service Subscriber, then the Messaging Service
Subscriber shall stop using the Messaging Service and inform
Etisalat in writing.

h) Notwithstanding any term to the contrary under the Agreement,

Etisalat may apply the Breach Matrix as per below, and/or suspend,
disconnect or terminate immediately the use of all or part of the

Messaging Service and/or the Agreement, with or without notice and
without exposing itself to any liability, at any time, in the event that:

i) Etisalat has reasonable grounds to consider that:

a) the Messaging Service Subscriber has breached any provisions
of the Agreement; or

b) unusual usage or suspected fraudulent activity of the Messaging
Service has occurred that may negatively affect Etisalat its
business or any third party;

ii) Etisalat is required to do so under any applicable laws or
regulations, or under any other regulatory requirements, or upon
request of any competent authority, or is required by necessity of
an emergency situation; or

iii) The Messaging Service Subscriber delays or fails to pay the due
Charges.

i) Inthe event of a breach of the Agreement the Messaging Service

Subscriber agrees the following breach matrix (the “Breach Matrix”)
shall be applicable in addition to any other remedies available to
Etisalat under the Agreement or law:
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j) Limitation of Liability - notwithstanding anything contained
herein, the aggregate liability of Etisalat to the Messaging Service
Subscriber relating to any claim or combination of claims arising
from or in connection with the Messaging Service under the
Agreement, whether in tort, contract or otherwise, shall in no event
exceed the amount of AED (1.000.000) Etisalat shall not be liable
to the Messaging Service Subscriber, for any loss of business,
loss of business opportunity, loss of revenue, loss of profits, loss of
anticipated savings, loss of goodwill, business interruption, wasted
expenditure or for loss of any other economic advantage however
it may arise, or for data loss or data corruption, or for any indirect,
punitive, special, incidental or consequential loss suffered by the
Messaging Service Subscriber.

k) Disclaimer - the Messaging Service is provided on an “as is” basis.
Etisalat does not make, and hereby disclaims, any and all express
and/ or implied warranties, including but not limited to, warranties
of merchantability, fithess for a particular purpose, non-infringement
and title, and any warranties arising from a course of dealing, usage,
or trade practice. Etisalat does not warrant that the services will be
available uninterrupted, error-free or on a completely secure basis.

9. SUSPENSION, DISCONNECTION OR TERMINATION BY ETISALAT

Clause 18 of the General T&Cs (Business) for the provisions governing
the suspension, disconnection and termination of the Service or the
Agreement by Etisalat shall apply.

10. TERMINATION BY THE Mobile Service Subscriber

In addition to the provisions at Clause 19 of the General T&Cs (Business),
the following provisions regarding the termination by the Mobile Service
Subscriber shall apply to the Service:

a) Ifthe Mobile Service Subscriber wishes to terminate the Service, the
Mobile Service Subscriber must give Etisalat prior written notice.

b) The Mobile Service Subscriber acknowledges that, upon receipt of
the Mobile Service Subscriber’s termination notice, Etisalat shall
terminate the Service.

c) If the Messaging Subscriber elects to terminate the Service before
the end of the Minimum Term, the Messaging Subscriber shall be
obliged to pay early termination Charges to Etisalat. Early termination
Charge is calculated as follows: the equivalent of one (1) monthly
rental Charge.

11. CONTACTING ETISALAT

a) The Mobile Service Subscriber may contact Etisalat to discuss the
Service (including these Service Specific Terms and the General
T&Cs (Business), or any other product or service offered by Etisalat,
by using any of the Communication channels stated in Clause 35 of
the General T&Cs (Business).

b) Etisalat customer care centre 8009111 & 8005800 or 101 will be the
main contact points for all Messaging Service related complaints.

12. VAT

Please see Clause 14 of the General T&Cs (Business) for the provisions
governing VAT Value Added Tax that apply to the Service.

13. ASSIGNMENT and TRANSERS

Please see Clause 25 of the General T&Cs (Business) for the provisions
governing Assignment and Transfers that apply to the Service.

Annex A - e&’s Anti Spam Policy

Annex B - TDRA Anti Spam policy
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https://www.etisalat.ae/en/system/wst/assets/docs/carrier/general/antispam-policy.pdf
https://www.eand.com/content/dam/eand/assets/docs/contract-msa/exhibit-a-2022-06-tdra-2022-1324-regulatory-policy-mobile-marketing-sms-vers.pdf
https://www.etisalat.ae/en/system/wst/assets/docs/carrier/general/antispam-policy.pdf
https://www.eand.com/content/dam/eand/assets/docs/contract-msa/exhibit-a-2022-06-tdra-2022-1324-regulatory-policy-mobile-marketing-sms-vers.pdf

